
The BVI Data Protection Act (the “DPA”)came into
force on 9 July 2021 and was introduced to create a
framework for protection of personal data within the
BVI that aligns with the regulation of personal data
within the EU and the UK under the GDPR. The
protection under the DPA applies to all data
subjects’ personal data that a BVI entity is in
possession of.

An important feature of the  General Data
Protection Regulation 2016/679 (the “GDPR”) – a
regulation in European Union (“EU”) law on data
protection and privacy – is that it has extraterritorial
reach, bringing non-EU businesses within its scope
through the so called “targeting” criterion. This
means that entities incorporated in the British
Virgin Islands (“BVI”) that target individuals in the
EU by offering goods or services to data subjects in
the EU, or by monitoring the behavior of such data
subjects within the EU could potentially fall within
the scope of the GDPR provisions.
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Like the GDPR, the goal of the DPA is to
balance the necessity of processing of
personal data with the need to protect the
privacy of the data subjects, as well as to
promote transparency and accountability.
In this article we will discuss the applicability
of the DPA and the GDPR to BVI entities by
addressing the key questions below:

 1. Do the GDPR and/or the DPA
apply to me, a BVI entity?
 2. What are the Key Definitions of 
 DPA and the GDPR?
 4. What is sensitive personal data?
 5. Can I process sensitive data?
 6. What should I do to comply?
 7. Who oversees the processing of personal data?
 8. What are the fines for violations?

In certain scenarios, both may apply. Below, we
have outlined the circumstances in which the
DPA and the GDPR may apply to you.

Public bodies – all the Government bodies of
the BVI;
Private bodies – all entities established in
the BVI that carry on any trade, business or
profession, but only in that capacity; or has
legal personality. This includes all BVI
companies and limited partnerships;
Persons not established in the BVI but use
equipment in the BVI for processing
personal data, otherwise than for the
purposes of transit through the BVI. The
below are treated as established in the BVI:

 1.1.To what entities does the DPA apply?
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1 DO THE GDPR AND/OR THE DPA
APPLY TO ME, A BVI ENTITY?



dolore eu fugiat nulla pariatur. Excepteur sint 
occaecat cupidatat non proident, sunt in culpa 
qui officia deserunt mollit anim id est laborum.

Lorem ipsum dolor sit amet, consectetur 
adipiscing elit, sed do eiusmod tempor 
incididunt ut labore et dolore magna aliqua.
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HEADING 2
a)  a person, who is physically in the BVI for a period of not
less than one hundred and eighty days in one calendar year;

b)   a body incorporated under any written laws in the BVI;

c)   a partnership or other unincorporated association formed
under any written laws in the BVI; and

d)   a person who does not fall within paragraph (a), (b) or (c)
but maintains in the BVI:

(i) an office, branch or agency through
which he or she carries on any activity; or 
(ii)  a regular professional practice.

All entities (whether EU or non-EU) which process personal data as part of the activities of
one of its branches established in the EU, regardless of where the data is processed; or
All companies established outside the EU which are targeting data subjects in the EU.

Under Article 3 of the GDPR, an entity who is offering goods/services (paid or for free) to individuals
in the EU or monitoring the behavior of individuals in the EU (as far as their behavior takes place
within the EU) must comply with the GDPR.

1.2. To what entities does the GDPR apply to?

When a BVI DPA Subject processes personal data; or
When a BVI DPA Subject has control over or authorizes the
processing of personal data in respect of commercial transactions.

The GDPR may apply to a BVI entity, if the entity offers goods or
services, or monitors behavior of individuals within the EU (insofar as
the offering or monitoring takes place within the EU).

The DPA defines commercial transactions as “any transaction of a
commercial nature, whether contractual or not, which includes any
matters relating to the supply or exchange of goods or services,
agency, investments, financing, banking and insurance”.

 1.3. In what circumstances does the DPA apply?

 1.4. In what circumstances does the GDPR apply to a BVI entity?
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2 WHAT ARE THE KEY DEFINITIONS
OF THE DPA AND THE GDPR?

The DPA contains the same key definitions as the GDPR
with slight differences in their wording as below. 

Despite the differences in wording, the definitions in the two
instruments are conceptually similar, outlining the roles of
entities involved in data processing and the type of
(personal) data concerned.

2.1.“Personal data” under the DPA 
This means any information in respect
of commercial transactions, which:

This means any information relating to an
identified or identifiable natural person
(‘data subject’); an identifiable natural
person is one who can be identified, directly
or indirectly, in particular by reference to an
identifier such as a name, an identification
number, location data, an online identifier or
to one or more factors specific to the
physical, physiological, genetic, mental,
economic, cultural or social identity of that
natural person.

2.2. Under the GDPR, “Personal data” 

This means a natural person, whether
living or deceased.

2.3. Under the DPA, “Data subject”  

This is an identified or identifiable natural
person; an identifiable natural person is
one who can be identified, directly or
indirectly, in particular by reference to an
identifier such as a name, an identification
number, location data, an online identifier
or to one or more factors specific to the
physical, physiological, genetic, mental,
economic, cultural or social identity of
that natural person.

2.4. Under the GDPR, “Data subject” 

This is defined as a person who either alone or
jointly or in common with other persons
processes any personal data, or has control
over, or authorizes the processing of any
personal data, but does not include a data
processor.

2.5. Under the DPA, “Data Controller” 

This role is defined as the “Controller” –
meaning a natural or legal person, public
authority, agency or other body which, alone
or jointly with others, determines the
purposes and means of the processing of
personal data.

2.6. Under the GDPR, 

In relation to personal data, means a
person who, processes data on behalf of a
data controller, but does not include an
employee of the data controller.

2.7. Under the DPA, “Data Processor”

This role is defined as the
“Processor” – meaning a natural or
legal person, public authority, agency
or other body which processes
personal data on behalf of the
controller.

2.8 Under the GDPR
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The DPA and GDPR share similar Key Principles, as outlined below.

These Key Principles serve the same purpose - to balance the
necessity of processing  personal data with the need to protect the
privacy of the data subjects in the EU (GDPR) and the BVI (DPA).

To this end,  consent must generally always be obtained prior to
collecting the personal data, access to the personal data should be
provided to the subjects to whom the data relates, and the
handling of the personal data should be carried out in a safe and
secure manner. 

3.1   Part II of the DPA  sets out the obligations of the
participants of data processing, which also entail the
data processing key principles, in particular:

General Principle – Processing must be done only
with the consent of the data subject and for a
lawful purpose.
Notice and Choice Principle – You must inform
the data subjects of the purpose(s) of processing
and their rights with respect to their personal data.
Disclosure Principle – You must process the data
only for the purpose for which consent was given
and you may not share it with any non-related
third parties.
Security Principle – You must take practical steps
to ensure that the data is protected from loss,
misuse, modification, unauthorized or accidental
access or disclosure, including having sufficient
technical and organizational security measures.
Retention Principle – You must not store the data
longer than required for fulfillment of the
processing purpose.
Data Integrity Principle – You must ensure that
data is accurate and up-to-date.
Access Principle – Data subjects should be given
access to their personal data and options to
correct it.

3.2.  Article 5 of the GDPR provides the key
principles of data protection as below:

Lawfulness, fairness and transparency
— Processing must be lawful, fair, and
transparent to the data subject.
Purpose limitation — You must process
data for the legitimate purposes specified
explicitly to the data subject when you
collected it.
Data minimization — You should collect
and process only as much data as
absolutely necessary for the purposes
specified.
Accuracy — You must keep personal data
accurate and up to date.
Storage limitation — You may only store
personally identifying data for as long as
necessary for the specified purpose.
Integrity and confidentiality —
Processing must be done in such a way as
to ensure appropriate security, integrity,
and confidentiality (e.g. by using
encryption).
Accountability — The data controller is
responsible for being able to demonstrate
GDPR compliance with all of these
principles.

3 1.WHAT ARE THE KEY PRINCIPLES
OF THE DPA AND THE GDPR?

www.goldleafbvi.com



 N E W S L E T T E R September,  2021

4 WHAT IS SENSITIVE
PERSONAL DATA?

Under the DPA, the following are
sensitive personal data:

Physical or mental health;
Sexual orientation;
Political opinions;
Religious beliefs or other beliefs of a similar nature;
Criminal convictions and the commission or alleged
commission of any offence.

Personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs;
Trade-union membership;
Genetic data, biometric data processed solely to
identify a human being;
Health-related data;
Data concerning a person’s sex life or sexual
orientation.
In relation to data about criminal convictions, the
GDPR provides that the processing of such data
shall be carried out under the control of official
authority or only when the processing is authorized
by EU or Member State law providing for
appropriate safeguards of the rights and freedoms
of data subjects. Any comprehensive register of
criminal convictions shall be kept only under the
control of official authority.

And under the GDPR,
sensitive personal data are:
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Under the DPA, sensitive data may be
processed only with explicit consent and where
the processing is necessary:

Under the GPDR, sensitive personal data may
be processed when explicit consent has been
received for a specific purpose:

5 CAN I PROCESS
SENSITIVE DATA?

To exercise rights  and obligations of the data controller in relation
to employment;
To protect the vital interests of the data subject when consent
cannot be given or has been unreasonably withheld;
For medical purposes when undertaken by a medical professional
or a similar professional under the same duties of confidence;
For the purpose of or in connection with legal proceedings,
obtaining legal advice, exercising or defending legal rights;
For the administration of justice.

To exercise rights and obligations of the data controller in relation to
employment, social security and social protection;
To protect vital interests of the data subject when the subject is
physically or legally incapable of giving consent;
Within a foundation, association or any other not-for-profit body with
political, philosophical, religious or trade union aim, as long as
processing applies only to members of such entity;
When such data has been made public by the data subject;
For exercise of defense of legal claims or whenever courts are acting
in their judicial capacity;
For the purposes of substantial public interest and public interest in
the area of public health;
For the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical
diagnosis, the provision of health or social care or treatment or the
management of health or social care systems and services;
With some conditions, for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes.
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6 WHAT SHOULD I DO
TO COMPLY?

Although the DPA does not specifically mention an obligation to demonstrate
compliance, it has introduced the Office of the Information Commissioner, which is
the overseeing institution for DPA matters. The Information Commissioner is
entitled to carry out assessments and investigations, which would require the
subject to be able to demonstrate its compliance with the DPA.

Generally, the methods mentioned below to demonstrate compliance with the
GDPR can also be used to demonstrate compliance with the DPA, with the
exception of the designated  Data Protection Officer.

It would, however, be easier for a larger organization to
have a dedicated person who is responsible for matters
associated with the DPA.

The GDPR provides that data controllers must be able to
demonstrate their compliance with the GDPR. The
methods to demonstrate compliance include:

Designating data protection
responsibilities internally
within your teams;

Designating data protection
responsibilities internally
within your teams;

Maintaining internal documentation
(policies and similar) describing the
handling of personal data;

Training your teams on data
protection issues.

Having data protection contracts with
parties with whom you share the data,
as well as;

1

4

2

5

3
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Monitoring compliance of public and private
bodies with the DPA;
Providing advice in relation to the DPA;
Receiving and investigating complaints in
relation to violations of the DPA;
Undertaking educational programs to promote
understanding of the DPA;
Undertaking research into, and monitoring
developments in data processing and
information technology to ensure the
continued protection of personal data through
administrative, legislative or other methods,
and to report to the Minister the results of
such research and monitoring; and
Managing technical co-operation and
exchange of information with foreign data
protection authorities as is necessary in the
exercise of his or her functions.

7 WHO OVERSEES THE PROCESSING
OF PERSONAL DATA?

In matters related to the DPA, it is the Office of
the Information Commissioner. The functions of
the Information Commissioner include:

Under the GDPR, each EU member state has to establish their national
independent public authorities, which are responsible for monitoring
the application of the GDPR in the respective member state.
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8 WHAT ARE THE FINES
FOR VIOLATIONS?

Under the DPA, processing sensitive
personal data in contravention of the
DPA is an offence and may result in a
fine of up to USD 200,000 or up to two
years in prison, or both. 

Part VII of the DPA describes the
offences, which include:
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Obstructing the Information Commissioner or an authorized officer in conducting their duties
(fine not exceeding USD 5,000 or imprisonment for a term not exceeding six months, or both);
Disclosing personal information or collecting, storing or disposing of personal information in
contravention of the DPA (fine not exceeding USD 5,000 or imprisonment for a term not
exceeding six months, or both);
A body corporate (and any person of the body corporate that has been involved in the offence)
that commits an offence under the DPA is liable to fines up to USD 500,000 and summary
conviction, or conviction on indictment;
Processing sensitive personal data in contravention of the DPA may result in a fine of up to
USD 200,000 or up to two years in prison, or both.

Also, if the Information Commissioner or any person acting on behalf of or under the
Information Commissioner discloses any information that has come to their knowledge while
discharging their obligations under the DPA might be subject to fines up to USD 100,000 and
imprisonment up to five years, or both.

Under the GDPR, there are two tiers of penalties, which max out at €20 million or 4% of
global revenue (whichever is higher).

Not to mention that in both cases – either an offence has been committed under the GDPR
or the DPA – the  data subject will also have the right to seek compensation for damages
in the applicable courts through civil proceedings.

Should you have any queries on whether your BVI entity falls
within the scope of the DPA or how you can comply with the
requirements of the DPA, please feel free to contact the
below authors at Gold Leaf BVI to discuss our solutions.

CONCLUSION
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